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Broad experience working internationally in over 
23 countries (e.g., U.K., EU, Middle East, Asia, 
Australia) to maintain and build strong customer 
relationships with key foreign executives leading 
on services sales pursuits

Led and mentored a team of 76 security 
team members and 12 contractors 
operating in 6 countries and 10 time zones 
with an enterprise customer base of 465 

Global Execution



Small Business Threats

There was a 424% 
increase in new 
small business 
cyber breaches 

last year.

Cybercrime costs 
small and medium 
businesses more 

than $2.2 million a 
year.

43% of cyber 
attacks target 

small businesses.

Healthcare is the 
industry that’s 
most at-risk for 
cyber attacks.

66% of small 
businesses are 
concerned or 

extremely 
concerned about 

cyber security risk.

14% of small 
businesses rate 
their ability to 
mitigate cyber 

risks and attacks 
as highly effective.

60% of small 
businesses that 
are victims of a 
cyber attack go 
out of business 

within six months.

Darkstack7, LLC. 4
30 Surprising Small Business Cyber Security Statistics (2021) - Fundera Ledger

https://www.fundera.com/resources/small-business-cyber-security-statistics#:~:text=66%25%20of%20small%20businesses%20are,protect%20themselves%20against%20cyber%20attacks.


Objectives

▪Expose you to the world of 
enterprise cybersecurity

▪Provide you with 
understanding of basic 
security controls

▪Present practices that have 
the greatest impact to risk 
reduction

Methodology

▪Distill advanced cyber 
security principles into 
focused and discrete actions 
you can take 

▪Focus on best practices for 
organization with little to no 
dedicated security staff

▪Focus on most impactful 
areas of risk

Structure

▪Enterprise Cyber Fusion 
Center (CFC) overview and 
Operating Model

▪Highlight low hanging 
hygiene issues

▪Multi-dimensional approach 
to due diligence

▪NIST Cyber Security 
framework

Outcomes

✓Increase your 
understanding of the 
threats and vectors

✓Empower you with 
actionable tactics 

Admin Controls

Hardening guidance

Threat Protection

Objectives -
Outcomes

Enterprise 
Cybersecurity

Small Business 
focus

Tech Guidance Action Plan

Small Business Cyber Security



Luck favors the prepared

Artificial Intelligence is no match 
for natural stupidity!



Enterprise Cyber 
Security

• NIST Cyber Security Framework

• Attacker Kill chain

• MITRE ATT&CK Matrix

• Risk Assessment & Prioritization

• Cyber Fusion Center (CFC)

• Operating Model

• Attack Surface Reduction

• CFC Run Books

• 3rd party cyber risks



Understanding through frameworks

The framework 
"provides a high-level 
taxonomy of 
cybersecurity outcomes 
and a methodology to 
assess and manage 
those outcomes"





➢ Define & Assess detective and 
protective controls

➢ Evaluate people, process, 
technology weaknesses

Roadmap

➢ Gap Analysis

➢ Prioritization

➢ Risk Transferal

Assess Current State Analyze and Prioritize Develop Strategy

High

Med

Low

Attack 
Vectors & 
Exposures

Risk vs Compensating 
Controls

Impacts, Costs, 
Industry Perspective

Future State 
Planning

Impact of using 
Encryption

Costs

User Impact Operations Impact

Priority



Security Operations Center (SOC)

Cyber Threat 
Intelligence

Learning, 

Metrics & 

Reporting

Continuous 

Red Teaming

Attack 

Surface 

Reduction

Detection & 

Response

CFC 

Engineering & 

Analytics 

CYBER FUSION 
CENTER

Cyber Threat Intelligence (CTI)

Learning, Metrics & Reporting (LMR)

Continuous Red Teaming (CRT)

Collect and analyze data on cyber 

threat landscape to drive 

informed, risk-based decision-

making. Conduct hunt activities.

Define metrics and develop 

reports. Collaborate and 

communicate with internal and 

external audiences. 

Execute threat-based scenarios 

and incorporate lessons learned 

into capabilities.

Threat Detection Operations (TDO)

Incident Detection & 

Response (IR) 

Attack Surface Reduction (ASR)

Identify, onboard, and maintain 

visibility of security tools,  

develop threat-centric content, 

and perform data analytics.

Provide security event 

monitoring, triage analysis, 

incident handling, remediation 

actions, and forensic support.

• Manage remediation strategy for 

vulnerabilities

• Insights into high value systems

• Identify risk mitigation opportunities 
via monitoring.



ASR exists as one of the key pillars of the CFC, continuing the loop on how information is 
distributed, shared, and actioned upon in a fully mature Security Operations Center (SOC)
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CFC Operating Model

Core

Functions

Supporting 

Functions

Data Feed / IOC 
Management

Technical Intel 

Content Development

Control
Engineers

Hunt

Cyber Threat 

Intelligence

Threat Defense 

Operations
Incident Response

Attack Surface

Reduction

Strategic Intel

Actionable 
Intelligence

Adaptive Cyber 
Defense

Threat/Risk-Prioritized Response Critical Vuln. 
Tracking

Red Teaming

Red Team

Cyber 
Readiness

War Gaming

Learning, 

Metrics & 

Resolution

Continuous 
Improvement

CFC Metrics

Key

Objectives

Penetration
Testing

Vulnerability Analysis GPS ASR

RemediationVulnerability Scanning

Resolution

Reduced
Attack Surface

Event Analysis

Incident 
Handlers

Digital Forensics

Triage Analysis

Threat Remediation

Major Incident Crisis 
Action Plan

Process Improvement

Legend Off-Site CFC On-Site CFC Service Providers

SOAR (Automation and Orchestration) Security Engineering – Existing Tool Functionality / New Tool Integration

Other Stakeholder Functions - IdAM, Network Security, Infrastructure, Messaging, etc.

3rd Party Operational Support Teams

Future Capability

Inputs/
Outputs

Actionable Intel 
Reports

Case 
Management

SIEM Findings

Playbooks

Analyst vetted IOCs

Hunt Analytics / 
Findings

Alert / Detection Logic

Control / Security Tool 
Updates

Threat Intel Platform 
(TIP) Investigations

Asset 
Management

Prioritize Remediation

Findings

Cyber Sims/LFX

Tabletop Exercises

Host Forensics Resolution Tracking

Third Party 
Scoring

Dashboards

Celebrity Vuln. Tracking

Remediation & Handling done by On-Site CFC Resources



Intelligence is collected from CTI and IT Operations to profile the infrastructure, 
determine threat exposure, and make risk-informed decisions on remediation

Vulnerability Intel 
Received

“New Vulnerability Discovered 
in SolarWinds Orion”

CTI TDO ASR

▪ IDENTIFY latest TTPs relevant to client 
sector

▪ CONDUCT retrospective 
searching for IOCs

▪ EXECUTE Hunt sweeps (low 
counts, *new*, *changes*)

▪ ASSESS for org. exposure
▪ EXPEDITE patching – issue 

CSIRT as necessary
▪ MONITOR remediation effort

Sample from 
CFC Playbook

Threat Intel Drives Proactive Cyber Security Measures

CISO

CTI

ASR

IT / 
Ops

IRTDO

Intel 
Data

Exp. 
Remediation 

Request

Critical Status 
and Queue 

Priority

Measure feedback 
for tuning

Detection Logic, 
Rules, Signatures

Threat, Context, 
IOCs

Results, Coverage, 
Deployment Status

Affected Systems 
Count and Status

Vulns. with 
Context

Threat
Reports

RFIs

RFIs for Case 
Enrichment

Continuous 
Improvement

(Red Team, 
Wargame, 
Live-fire)
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• 3rd party platforms identify findings that indicate security risks to our business. These findings are 
prioritized based on severity and system owners are contacted and requested to remediate based 

on SLAs in the 3rd party SOP.

660 -> 740 89 -> 87 * 5.8 -> 6.4



Small Business Focus

• Have the right philosophy

• Core Pillars

• Malware Threats

• Ransomware Attacks

• Privileged Access Management

• Password Management

• Attack Surface Reduction

• Threat Protection

• Strategy & Action Plan



is confidential and intended solely for the client to whom it is addressed. is confidential and intended solely for the client to whom it is addressed. is confidential and intended solely for the client to whom it is addressed.

Computer Hardening

Common sense practices and configurations that 

reduces your attack surface thus lowering risk

Attack Surface Reduction (ASR)

Threat Protection

Technical security analysis and defense 

through solutions and tools in “Defense in 

Depth” methodology

Administrative Controls

Common sense approach to acceptable usage 

policies and 

Approach Considerations

People Process Technology

Balance Cyber Interests and Support Business Strategy

How to enable the business while representing cyber up to senior management



Threat Intelligence
https://www.cognyte.com/blog/ransomware_2021/





Legend

Malvertisement Malware introduced through malicious 
advertisements. Currently, Shlayer is the only Top 
10 Malware using this technique.

Malspam Unsolicited emails either direct users to malicious 
web sites or trick users into downloading or 
opening malware. Top 10 Malware using this 
technique include Agent Tesla and NanoCore.

Multiple Malware that currently favors at least two 
vectors. Currently, Arechclient2, CoinMiner, 
CryptoWall, Delf, RedLine, and ZeuS are the 
malware utilizing multiple vectors

Dropped Malware delivered by other malware already on 
the system, an exploit kit, infected third-party 
software, or manually by a cyber threat actor. 
Currently, Mirai is the only malware using this 
technique.



Ransomware Attacks
42 minutes and 54 seconds: that's how 

quickly the median ransomware variant 
can encrypt and lock out a victim from 
100,000 of their files

- Splunk SURGe team
https://www.sans.org/security-resources/

Lockbit, REvil, Blackmatter, Conti, 
Ryuk, Avaddon, Babuk, Darkside, 
Maize, and Mespinoza 

— could encrypt 100,000 files 
consisting of some 53.93 gigabytes 
of data

Lockbit won the race
- speeds of 86% faster than the 

median
- One Lockbit sample was clocked 

at encrypting 25,000 files per 
minute

10 biggest ransomware strains 

Fastest Spreader



Ransomware Attacks

This event was arguably the most high-profile ransomware attack of 2021. Colonial Pipeline is 
responsible for transporting nearly half of the East Coast’s fuel. The ransomware attack was 
the largest cyberattack to target an oil infrastructure in the United States’ history.

➢ On May 7, the DarkSide group deployed ransomware on the organization’s 
computerized equipment that manages the pipeline. 

➢ Colonial Pipeline’s CEO revealed DarkSide’s attack vector as a single compromised 
password to an active VPN account that was no longer in use. 

➢ Since Colonial Pipeline didn’t use multi-factor authentication, the attackers were more 
easily 

TOP 10 Protection Practices

1. Prompt Systems Upgrades & Patching
2. Implement the 3-2-1-1 Backup Rule
3. Implement the Zero-Trust Model
4. Network Segmentation
5. Endpoint Visibility

6. Rapid Eradication & Recovery
7. Immutable and Indelible Storage
8. Regular Testing and Validation
9. Educated Employees
10. Cyberattack Playbooks

https://www.sans.org/security-resources

Cheat sheets & Posters

https://www.blumira.com/glossary/ransomware/
https://www.blumira.com/glossary/ransomware/
https://www.darkreading.com/omdia/colonial-pipeline-cyberattack-proves-a-single-password-isn-t-enough


Examples of privileged access used 
by humans:

Super user account: A powerful account used by IT system administrators that can be used 
to make configurations to a system or application, add or remove users or delete data.

Domain administrative account: An account providing privileged administrative access 
across all workstations and servers within a network domain. The phrase “Keys to the IT 
Kingdom” is often used when referring to the privileged nature of some administrator 
accounts and systems.

Local administrative account: This account is located on an endpoint or workstation and 
uses a combination of a username and password. It helps people access and make changes 
to their local machines or devices.

Secure socket shell (SSH) key: SSH keys are heavily used access control protocols that 
provide direct root access to critical systems. Root is the username or account that, by 
default, has access to all commands and files on a Linux or other Unix-like operating system.

Emergency account: This account provides users with administrative access to secure 
systems in the case of an emergency. It is sometimes referred to as firecall or break glass 
account.

Privileged business user: Is someone who works outside of IT, but has access to sensitive 
systems. This could include someone who needs access to finance, human resources (HR) or 
marketing systems.

Application account: A privileged 
account that’s specific to the 
application software and is typically 
used to administer, configure or 
manage access to the application 
software

Service account: An account that 
an application or service uses to 
interact with the operating system. 
Services use these accounts to 
access and make changes to the 
operating system or the 
configuration

non-human privileged access:



Password Management

https://www.lastpass.com/
Simplify password 
management and protect 
your identity while online.

Remember fewer 
passwords, log in faster, 
and increase your online 
security. An encrypted, 
safe location for all your 
passwords, notes, files, 
and more. Save new 
accounts while on-the-go 
and fill passwords & 
forms with one click.



Attack Surface 
Reduction

• Have the right philosophy

• Start with baselining security 
configuration of internals hosts

• Implement vulnerability 
management program

• Keep up with patching and retire 
older systems



Microsoft Baseline Security Analyzer 2.2

❑ Scan your localhost and the default desktop image
❑ Using Administrator credentials to scan other hosts in 

your network

❑ Consider and test advanced features and settings
❑ Schedule periodic re-testing to prevent security drift
❑ Develop action plan to remediate



MBSA Output

❑ Analyze and address findings & recommendations
❑ Track remediation efforts across your environment
❑ Test application functionality post-changes
❑ Verify secure base configuration 
❑ move to active vulnerability scans on all hosts

Vulnerability management is the process of identifying, 
evaluating, treating, and reporting on security vulnerabilities in 
systems and the software that runs on them



Threat Protection

Anti-malware solutions
• E-mail Gateways
• Endpoint Detection & Response 

(EDR) platforms
• Anti-malware analysis options

Strategic Approach
• Architecture
• Lockdown
• Threat Protection
• Corporate security 

transformation

Action Plan
• Top 10 Best Practices



EDR Analysis 
Overview The Endpoint Detection and Response Solutions (EDR) market is 

defined as solutions that record and store endpoint-system-level 
behaviors, use various data analytics techniques to detect 
suspicious system behavior

EDR solutions must provide the following four primary 
capabilities: 

• Detect security incidents 
• Contain the incident at the endpoint 
• Investigate security incidents 
• Provide remediation guidance

https://www.gartner.com/reviews/market/endpoint-detection-and-response-solutions



EDR Analysis 
Overview

https://www.esecurityplanet.com/?s=edr+solutions



EDR Analysis 
Overview

https://www.esecurityplanet.com/?s=edr+solutions



Leading EDR

What is EDR tool?

Endpoint detection and response refers to a category of tools 
used to detect and investigate threats on endpoints. EDR tools 
typically provide detection, investigation, threat hunting, and 
response capabilities.



Behind the curtain



https://www.shodan.io/ https://haveibeenpwned.com/

https://www.virustotal.com/

https://www.welivesecurity.com/2022/03/14/first-
look-threat-intelligence-threat-hunting-tools/

Security 
tools



Interactive 
malware 
sandbox
https://any.run
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Threat 

Protection

Rationalization

Cyber 

Transformation

Defense in depth methodology focused on discrete areas first:

Strategic Approach Towards Outcomes (SATO)

❑ Analyze security tool inventory and 

look for gaps in coverage associated 

with highest risk assets.  

❑ Look for tools & solutions that give 

comprehensive and measured 

capabilities

❑ Prioritize web and DNS filtering

❑ Ransomware resiliency 

❑ IR Retainer contract for emergencies

❑ Develop a short list action plan for 

address low hanging fruit

❑ Consider MSP & MSSP providers for 

24/7 coverage

is confidential and intended solely for the client to whom it is addressed.

Lockdown

❑ inventory of hardware and software 

assets while hardening desktops 

configurations according to standards

❑ Administrator access removed from 

users

❑ Block web threats & downloading of 

software from the Internet

❑ Firewalls & VPNs for network 

segmentation

is confidential and intended solely for the client to whom it is addressed.

Architecture
❑ Standardize on secure technology and 

security stack

❑ Restrict cloud file sharing services to 

only approved solutions

❑ Create network isolation zones to 

prevent malware spreading laterally

❑ Consider MSP & MSSP providers



Phase 1
Low Hanging fruit

Accurate inventory of technology assets

• Apps, desktops, servers, networks

• Cloud service profiles

• Crown jewels

• Acceptable Usage policies

Access Rights

• Remove Admin privileges from users

• Enforce password standards

• Change service account passwords

• Password vaulting

• Multi-factor Authentication

Insider Threat profile

• Audit sensitive accounts

• Analyze vendor tech access

Phase 2
Attack Surface Reduction

Desktop Hardening
• Run MBSA Scans

• Turn on OS automatic updates

• Remove unnecessary software

• Standardize desktop configuration

• Test backups & restorations

Restrict High Risk Activities
• Innappropriate website (porn, hate 

speech, conspiracy theory, etc.)

• Prevent pirated music and outside 
software downloads

• Disable/Restrict removable media

Network Security
• Boundary Defense (Network 

Segmentation) using firewalls

• Configure router for secure operations, 
reset admin password

• Lockdown B2B vendors connections

Phase 3
Threat Protection

Standardize on security stack

• Install antivirus protection tools

• Consider Enterprise Detection & 
Response (EDR) platform (e.g., FireEye, 
Crowdstrke)

• Sandbox analysis capabilities

• Secure E-mail Gateway

• Web Filtering proxy protection

Authentication

• Enable MFA

• No shared passwords

3rd party security providers
• Managed Detection & Response (MDR)

• Penetration Testing firm

• Anti-phishing / Social Engineering

Cloud defense strategy

Top 10 Best Practices - Action Plan
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